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SNL ON-SITE WORK PROVISIONS 
 
The following provisions are applicable to any work and other activities performed by the 
Subcontractor or its lower-tier subcontractors under this Subcontract at the Sandia 
National Laboratories (referred to herein as either SNL or Sandia).   
 

• TOBACCO-FREE WORKPLACE - 613TFW (09-07) 
Effective March 1, 2007, Sandia is a tobacco-free workplace.  This policy applies to all 
Members of the Workforce (MOW), and includes all Sandia employees, contractor and 
subcontractor employees at any tier, government employees, and visitors.    
 
The use of all tobacco products, including cigarettes, cigars, cigarillos, pipes, chewing 
tobacco, and snuff, is prohibited on all Sandia property.  Sandia property includes SNL 
vehicles, building interiors, exteriors, entryways, walkways, parking lots, fenced areas 
and portions of buildings controlled by Sandia.  Additionally, the policy is applicable to the 
interiors of personal vehicles parked on Sandia controlled property.  
 

• INTEGRATED SAFETY MANAGEMENT SYSTEM (ISMS) PLAN - 618IS (03-10) 
In performing the work under this Subcontract, the Subcontractor and its lower-tier 
subcontractors shall perform work safely, in a manner that ensures adequate protection 
for employees, the public, and the environment and shall be accountable for the safe 
performance of work.  The Subcontractor shall manage and perform work in accordance 
with a documented ISMS Plan that fulfills the requirements of DEAR 970.5223-1 - 
Integration of Environment, Safety, and Health Into Work Planning and Execution.  
 
If the work on the Subcontract is performed on a Department of Energy/National Nuclear 
Security Administration (DOE/NNSA) site, the Subcontractor shall comply with Sandia's 
ISMS Plan and Sandia's Environmental, Safety, and Health (ES&H) 
Procedures/Supplements, as well as any other site specific additional safety 
requirements.  However, the Subcontractor may choose to submit its own ISMS Plan (in 
accordance with DEAR 970.5223-1) and/or Safety Plan, and request that its plan(s) be 
approved for use in lieu of the Sandia ISMS Plan and/or ES&H Procedures/Supplements. 
The Subcontractor must clearly identify the plan submitted as either an ISMS Plan or a 
Safety Plan, or both.   If the Subcontractor submits its own ISMS Plan and/or Safety Plan, 
and this is accepted by Sandia, the Subcontractor shall not begin work on a DOE/NNSA 
site until a Pre-Job Briefing, including authorization for work to begin, has been provided 
by the SDR. 
 
Sandia's ES&H Procedures/Supplements can be found at http://www.sandia.gov/bus-
ops/scm/Contractor/Contractor-info.html under the "ES&H" tab.  Sandia's ISMS Plan can 
be found at the same website under the "Policies" tab. Any work performed by the 
Subcontractor on a DOE/NNSA site prior to the SCR's/SDR's issuance of final written 
approval of any plan submitted by the Subcontractor shall be performed in compliance 
with Sandia's ISMS Plan and Sandia's ES&H Procedures/Supplements.  
 
This requirement operates in addition to any other specifications or requirements 
included elsewhere in this Subcontract. The Subcontractor shall flow down these 
requirements to all applicable lower tier subcontractors.  
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• REQUIRED CONTRACTOR GENERAL AWARENESS EDUCATION AND TRAINING - 
703REQ (03-10) 

Any Subcontractor personnel or lower-tier subcontractor personnel who will perform work on 
a Government site shall have completed the training (and any applicable refresher training) 
as specified in this clause if Subcontractor personnel or lower-tier subcontractor personnel 
meet the requirements noted below.  
 
The Subcontractor shall certify to Sandia completion of all required training on the 
Completion Record for Contractor Administered Training form. This form is located on the 
Web at: http://www.sandia.gov/bus-ops/scm/Contractor/Contractor-info.html or may be 
obtained from the SDR.  
 
The Subcontractor shall provide the completion record form for any required training to the 
Sandia Delegated Representative (SDR) named in Clause 404-KDB of the Subcontract (or to 
the Sandia Contracting Representative only if Clause 404-KDB has not been incorporated 
into the Subcontract) on the first day of commencement of the affected work activity. Any 
person not having completed all required general awareness training requirements may be 
denied access to any Government site and the Subcontract may be terminated for default.  
 
Required Training 
 
CI100 annual Counterintelligence Training is required for all staff-augmentation 
subcontractors and any other contractors or visitors who work on-site side-by-side with 
Sandians and who their Sandia manager feels could be easily perceived as a 'Sandia insider' 
excluding contractors/visitors who receive their training through other government facilities.    
 
COM100 annual Cyber Security Awareness Training is required for all individuals who are 
assigned a sandia.gov email account.   
 
CSUA (Cyber Security Users Agreement for Restricted Access to SNL Cyber Resources) is 
required for any individual in Enterprise Person who DOES NOT have a sandia. gov account, 
BUT DOES HAVE active access to a cyber resource at Sandia and an external e-mail 
address.  
 
ES&H100 annual ES&H Awareness Training (or equivalent for construction) for all off-site 
Sandia-directed contractors, and other contractors and consultants if they are on-site, 
required by their contract, or assigned by the manager.  
 
NCO200 SNL ES&H, Safeguards & Security Orientation for New SNL-Directed Contractors is 
required for all new on-site SNL-directed individuals with start dates of September 26, 2008 
or later.  
 
OUO101 OUO Basics:  Understanding Official Use Only is required one time only for 
contractors and consultants. 
 
PROP101 Property Basics is required of all staff augmentation contractors; other 
subcontractors and consultants as required by the manager.  The training interval is every 3 
years. 
 
SEC050 is required if Subcontractor is issued a badge (cleared or uncleared) 
 
SEC100 is required if Subcontractor has a clearance.  
 
SEC150 is required upon receipt of clearance and before being given a cleared badge 
 
SEC225, Termination Briefing - is required upon termination of clearance 
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SEC301, Classified Matter Training is required for Q-cleared subcontractors (or for L-Cleared 
determined by management) 
 
SEC312, ACREM Training is required for subcontractors handling Accountable Classified 
Removaable Electronic Media 
 
The Subcontractor shall complete any training that may be required in the future as a result of 
possible changes in the Security and ES&H requirements. The Contractor will find a listing of 
these courses at the following URL:  
 
http://www.sandia.gov/bus-
ops/scm/forms/policy/sand2007_6265_P_GeneralSecurityandEnvironment.pdf  

 
 
END. 


